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Abstract

Overview

. Multi-disciplinary survey of the literature on IT advancements often task users with complex and consequential privacy and
. d itv decisi kina: security decisions. A growing body of research has investigated individuals’
privacy an securlty ecision making: choices in the presence of privacy and security trade-offs, the decision making

. understanding decision making hurdles hurdles affecting said choices, and ways to mitigate those hurdles. We provide
a multi-disciplinary assessment of this literature, focusing on how to assist

¢ aSS|St|ng decision maklng individuals’ privacy and security choices with soft paternalistic interventions, or

* nudging users towards beneficial choices nudges. We discuss potential benefits of behavioral interventions, their
shortcomings, and some key ethical, design, and research challenges.

Decision Making Hurdles To Nudge or Not to Nudge

* Incomplete & asymmetric information * Nudges = Soft paternalistic interventions

» Decision heuristics & bounded rationality » But: every design choice is a nudge

« Cognitive & behavioral biases, including: » Trend: nudging away from privacy and security
* Anchoring * Need and strategies for evaluating desired outcomes
* Loss aversion + Importance of ethical nudge design:

+ are normative judgements of nudge appropriate?
+ what is the risk of unintended, adverse consequences?
+ is responsibility inappropriately transferred?

* Framing effects
* Hyperbolic discounting

+ Optimism bias & overconfidence + does nudging create or represent conflict of interest?

» Post-completion errors » who can/should implement privacy and security nudges?
« Status quo bias + Some guidelines:

o o] * nudges should be proportional to nudge’s benefit

* respect user choices
» respect ethical norms regarding persuasion and expectations of
truthful information

+ Dimensions of nudges
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* Incentives
* Increasing costs
* Rewards & punishments

® Timing Tokai dancing La Chaise Dieu
* Reversibility & error resiliency

] edit)

: H Apr 13,2008 | Delete edit Images above and left: Examples of user interfaces of
 Forced action or automated Complet|0n 0 comments i) onli/?e services that can influenge users’ decision making
Carnegle Citation: Acknowledgements:
T . . This research has been supported by the National Science Foundation under
A. Acquisti, |. Adjerid, R. Balebako, L. Brandimarte, L.F. Cranor, S. ) grant CNS-1012763 (Nudging Users Towards Privacy), as well as grants CNS-
Mello Komanduri, P.G. Leon, N. Sadeh, F. Schaub, M. Sleeper, Y. Wang, S. Wilson. - 5537513 and CNS-0905562, and by a Google Focused Research Award. This
Nudges for Privacy and Security: Understanding and Assisting Users' research has also been supported by CMU CyLab under grants DAAD19-02-1-

Choices Online. 0389 and W911NF-09-1-0273 from the Army Research Office, the IWT SBO

UnlverSl ACM Computing Surveys (to appear). SPION Project, Nokia, France Telecom, and the CMU/Portugal Information and
Available at SSRN: https://ssrn.com/abstract=2859227 Communication Technologies Institute.




